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Cloud Computing Definition

The cloud” started off as a tech industry slang term.

The first diagrams typically showed technical L=@|
diagrams that represented the servers and

networking infrastructure that make up the Internet

as a cloud. S

Today, "the cloud” is a widely accepted term within 28
the IT community. S nance

The definition for the cloud can seem foggy, but
essentially, it's a term used to describe a global
network of servers, each with a unique function.

[[TTErerer]

Infrastructure

Compute Networ

Block Storage

In the simplest language, Cloud Computing is simply
a sophisticated outsourcing of IT services i

Cloud can be considered a form of COTS — it is
purchasing off the shelf computing power (PaaS) or
entire applications (SaaS) served up to you.




Cloud Computing Definition

What is the “Cloud”?

Internet-based computing where
large groups of remote servers are
networked
Allows sharing of data-processing
tasks, centralized data storage, @
and online access to computer ( Applications  Databases

)

[

services or resources
Any computer related task that is Aecessed iathe nternet L i |

done entirely on the Internet User device L
Allows users to deal with the | Ll [
software without having the
hardware

Everything is done remotely The Cloud
Little or nothing is saved locally

Physical assets are also required

Servers containing applications and databases




Cloud Computing Considerations

« Over the past decade, business leaders have been increasingly choosing to move their IT systems
and infrastructure into the cloud because they:
* No longer have to tie up capital in data center equipment, and
« No longer have to continually increase IT staff to maintain that infrastructure, enabling them to
focus on their efforts on getting business value from IT.
« Key Questions for the estimator:
* What is the purchase price?
« Call vendors, look online. Is it one time or ongoing? For Cloud, it is ongoing, usually paid in
an annual or monthly basis.
« What do | need to do to meet my requirements?
« Are the applications that | have cloud ready? Do modifications need to be made to be
hosted in the cloud? (SEER-SEM has several cloud migration kbases to help with this effort)
« What are the risks for any given vendor?
« Will they be around for the duration of the contact?
 How well supported is the COTS?
« |f it breaks, will the vendor make amends? How quickly are issues addressed? In the context
of IT systems and cloud, the term service level agreement usually comes up, and that needs
to be considered.
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NIST Definition

National Institute of Standards and Technology (NIST) is an agency under the scope of US Department
of Commerce. NIST is responsible for defining standards in Science and Technology.

The Computer Security Division of NIST has provided a formal Definition and Characteristics of Cloud
computing.

* NIST five essential characteristics of Cloud Computing
 On demand self-service
Broad network access
Resource pooling
Rapid Elasticity
Measured service
e 1ISO 17788 six essential characteristics of Cloud Computing
 On demand self-service
« Broad network access
* Resource pooling
« Rapid Elasticity
 Measured service
« Multi-tenancy
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Cloud Computing Definition

« Cloud computing is a method of providing
shared computing resources, including
applications, computing, storage, networking,
development, and deployment platforms as well
as business processes.

* Most businesses today are already using some
kind of cloud service — even if they don't think
of it as a cloud. For example, any company that
uses Microsoft 365, Slack, or DocuSign service
is using a cloud-based service.

« A fundamental notion of the cloud, both public
and private, is that consumers utilize computing
resources only when they want to and are only
charged for the resources they actually use, for
the time they use those resources.

*From Hurwitz, Judith S.; Kirsch, Daniel. Cloud
Computing For Dummies




Cloud Computing History
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*Emergence of ‘as a
service'.

*Delivery of

laas,PaaS,SaaS,NaaSs.
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computing

*Utility Computing
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Cloud Computing - Types and Services

« laaS (Infrastructure-as-a-Service) deals with raw

computing capacity. laaS is the most basic service and provides a
server or servers in the cloud along with data storage. The goal is to
have access for organizations, programs, or program offices to
computing power without the responsibilities of installation or
maintenance.

PaaS (Platform-as-a-Service) supports developing
software for computer systems that need it. PaaS
environments are equipped with software development
technologies, such as .NET, Python, Ruby on Rails, and Java.
When the code is finished, the service provider will host it,
making it available to other internet users. PaaS is the
smallest part of the cloud computing market and has been
used by organizations wanting to outsource part of their
infrastructure.

SAAS (Software-as-a-Service) provides software for
organizations. It is the largest and most developed service in
cloud computina. It is a proaram. or a suite of applications.

available within the cloud, rather than a computer’s hard
drive.

Infra

Application

Platform

structure

Cloud Clients

Neb browser, mobile app, thin client, terminal
emulator, ...

CRM, Email, virtual desktop, communication,
games, ...

Execution runtime, database, web server,
development tools, ...

Virtual machines, servers, storage, load
balancers, network, ...




Cloud Computing — Other Types and Services

e Cloud Service Models will continue to evolve
"
« Some newer models include: Hybrid

« BPaaS — Business Process as a Service Private/

« FaaS - Functions as a Service Internal
 iDaaS - Identity as a Service
« XaaS - Anything as a Service \

« FWaasS - Firewall-as-a-Service

* iPaaS - integration Platform as a Service

« MBaaS - Mobile Backend as a Service

« SECaaS — Security as a Service On Premises / Intemal Off Premises / Third Party
* Cloud-delivered Security-as-a-Service (SECaaS)

e There will be “More To Come”

The Cloud




NIST Reference Architecture

Service Layer Cloud Service

~ saas Management ( i o

Intermediation

. Service ‘
Aggregation

Service
Arbitrage

Physical Resource
Privacy Layer
Impact Audit

. Resource Abstraction
Security and Control Layer
Audit

Performance
Audit

The NIST Cloud Reference Model provides a depiction of the various services needed to operate in cloud.
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Cloud Computing Issues

Security

- Think about and plan for security

- Based on planning and Cybersecurity considerations, the cloud is no
more or less secure than you on-premises operation

Privacy

- Privacy is closely related to Security

- Data protection, Physical Control, Identity management, Physical
personnel security, Availability, Application security

Performance

- Latency (slow performance)

- A well-architected hybrid cloud environment will work well if it's ba
best practices and good engineering principles.

Compliance/Legal Issues

- Business continuity and data recovery, Logs and audit trails, Unique
compliance requirements, Public records, Legal issues may also include
records-keeping requirements in the public sector

Validate that you cloud provider can meet your
requirements.

Information
Security

Confidentiality

‘\
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Cloud Computing Cost

Cloud Computing or IT outsourcing is a capital investment

Software Sizing,

Define your requirement e
1. EStab"é':o,EJZﬁmate Estimation, and ' Throughout
Risk Management Development

“As Is vs To Be” Cost Analysis

When Performance is Measured
Performance Improves

Document Estimate

COSt PFOCGSS/lSSUGS 4 ’7 ; = - and Lessons Learned

Establish Technical
Baseline, Ground Rules,

Security and Compliance Assumptions

- Generate a
Daniel D. Galorath + Michael W. Evans Project Plan

Proper Storage Options

Collect Data g

Old Data with New Cloud R e Analysis
Applications

Estimate and Validate

E—— Review, Verify and

Time and Cost of Migration " Validate Estimate

Program Termination

Prepare

Building a cloud from scratch  Baseline

Estimates

Cloud vs. On-premise mindset
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Cloud Cost Management
“Provider” Cost Models
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Cloud Cost Management
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Cloud Computing Cost
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Cloud Computing Cost
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Cloud Computing Cost
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Technical Architecture
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Storage

MNetwork
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Cloud Computing Cost
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=~ £ 1.1 Cloud Hosting “Pay as you go” (AWS Leasing)
AAAAAA s« §1.1.1 Application Gateway/Frewal
- §1.1.2 Virtual Machines
+— & §1.1.3 Storage
; L— % §1.1.4 SQL Database Server
=1~ X 1.2 Application Cloud Deployment
i _-_} 2 1.2.1 Non-Production Instances
i | gi1.2.1.1 CRM Deployment - Non-Production Instances
i - gi1.2.1.2 CRM Database - Test/OR Instances
=+ X 1.2.2 Production Instances
- ¢ 1.2.2.1 CRM Deployment - Production Instances
i— ¢i1.2.2.2 SW Services (Cloud Hosted)
i— %3 1.2.2.3 Storage Setup
i— ¢i1.2.2.4 CRM Database
¢ 1.2.2.5 Mobile Cient Setup
e % 1.2.2.6 Virtual Frewal Setup

=~ ¥ 1.3 Data Migration & Cleansing
! L g#1.3.1 Customer Baselne Migration
;I ¥ 1.4 CRM Enhancements
i +—[@E8]1.4.1 Front End Web Tier (Presentation)
- [l 1.4.2 Data Management Tier
i ‘[l 1.4.3 Authentication Service (New Development)
=1~ X 1.5 Training
‘¥ 1.5.1 Training for Sales Personnel
;.I 2 1.6 Support
! L—§31.6.1 Tier 1 Application Support - Mobile Users
;l % 1.7 Cloud Provider Oversight
t§31.7.1 AWS Oversight
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Cloud Computing Cost
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Ongoing Support Activity Detail X

ACTIVITY

Tier 1 Support - Apps

Tier 1 Support - Hadware
Tier 1 Support - Service Request
Ter 2 Support

Tier 3 Support

Access Managament
RefreshfUpgrade

Capacity Managament
Monitoring

Admirsstration

Backup & Recovery

Asset Management
Ongaoing Training

Total Ongoing Support

ONGOING SUPPORT METRICS
Totd Volume (3l years)
AveragefYex

Average Cost Per Ticket

Tickets Resolved At Level 1

Tickets Per Technician Per Month
Average Ticket Work Time (minutes)

End Users Added/Replaced
Infrastructure Added/Replaced
Usars Added/Tumover
Software Updates

HOURS

445,146.45
67,919.19
227,283.44
1,552,812.41
1,000.00
87,109.05
1,074,428.95
91,378.09
312,867.87
358,901.68
91,507.42
196,356.57
27,786.00
4,534,497.13

Tier 1 Incidents
193,357

19,336

14.59

154,686

57

159.21

Average/Year
1,316
2,396
193
4

CosT

152,823.00
29,751,122.20

Tier 1 Service Requests

82,867
8,287
15.09

0
55
164.56

Total
13,162
23,962
1,924
39

[a)

o
gppppppgppgppp
S8888888888888

3
w

)

Tier 2 Incidents

TOTAL

COsT

Hit

2,448,305.48
373,555.54
1,250,058.94
10,202,212.54
5,500.00
479,099.77
9,345,464.33
913,780.90
1,720,773.31
1,993,561.21
516,210.30
1,793,016.97
152,823.00
31,194,362.30

Total
358,468
35,849
38.37
154,686
24
38381

- (@
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Cloud Computing Cost
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CRM Cloud Migration
Ongoing Support Labor Hours by Activity

B Tier 1 Support - Apps B Capacity Management
B Tier 1 Support - Hardware Bl Monitoring

B Tier 1 Support - Service Request [ Administration

[ Tier 2 Support B Backup & Recovery
B Tier 3 Support Asset Management

B Access Management | Ongoing Training

B Refresh/Upgrade

#%



Cloud Computing Cost
"#$%8& ' ()#*+,-$+.5+,$#*'$/0"12

Deciding to move to the cloud is a decision
about outsourcing

A cloud service is an application or device
which is accessed thru the internet

Each type of cloud service varies between how
much of the service is organizationally
managed and how much is managed by the
cloud provider service

The SEER-IT cost model has the capability built
within it as a parametric cost model to be used
to estimate Cloud Service costs

However, SEER-IT can also capture costs that
are not in the cloud and provide a Total Cost of
Ownership
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Cloud Computing Cost

Top Level Cost Estimating Relationships
"#$%&" (&) $*+,$-./&%0#01230%B0RA2B.6"1-.1"+$2*
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Cloud Computing Cost

Top Level Cost Estimating Relationships

. 423&)0#01&6TD8&F0:0&3:080*+0%&$*&Z[8$*R&9:0%$5-+$H#0&\* B2 L 4IB&"&HRL 30
T8+%$/"+0&]4&"*%&612.%&D01"+0%&628+8&12:&"2#0:*/0*+&]4&'L8+0/8 &9D]6T&'L
B]4DT&62:32:"+$2*(&

LT LT LECp | D R el LT il ERA T LA T RA el LAN N IR L P Ele afhetad B NLH W e e LALST W OLAE IRA0 I AT 0s B

F for
Rate B C | i
{Cust per HI.':PU} EEEE

Hourly Compute 0.077*en(0.040 * GB RAM) 0.649 1.331 0.249 -1.021 0.217
Compute + (0.005*GB RAM) +
Hourl 0.7606 1.161 0.261 -0.226 0.746
Y Store (0.0000981*GE Storage)+0.065
Annual Compute 43.390 * GB RANM+ 558.998 0.641 1.559 0.147 -0.00006 0.999
Compute + 43.901*GE RAM) + (0.354*GB
Annual P ( A 0D.663 1.507 0.166 0.0004 0.997
Store Storage) + 529.714
Annual - .
. Compute 430.087 * en(0.041 * GB RAM) 0.536 1.9326 0.060 0.234 0.815
(Discount)

Annual Compute + (27.045 * GB RAM) + (0.936 * GB

- 0.837 1.194 0.237 -0.001 0.998
(Discount) Store Storage) + 338.483

*No valid CER for just storage

1| Data Sources: Right Scale/Flexera web site (hittps://www.rightscale.com/: https.//www.flexera.com/) i -
Banzai Cloud web site (https://qgithub.com/banzaicloud); OMB ITDashboard (https://itdashboard.gov/) d

G AL ORATH



Cloud Computing Cost
Top Level Cost Estimating Relationships
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CPU

Range Formula
On Demand Price =
=<32 Exp{0.444 * [in CPUs] + 0.019 * [In_lLocal Disk] + 0.590 * [In_Memory] - 3.787)
On Demand Price =
=32 0.037 * [CPUs] + 0.00007 * [Local Disk Storage] + 0.005 * [Memory] - 0.366
<32 1 Year Reserved Price =
Exp(0.452 ¥ [Iin CPUs] + 0.053 * [in_local Disk Storage] + 0.548 ¥ [In_Memory] - 4.331)
- 32 1 Year Reserved Price =
0.022 * [CPUs] + 0.00005 * [local Disk Storage] + 0.003 * [Memory] - 0.178
o 3 Year Reserved Price =
Exp(0. 476 * [In CPUs] + 0.035 * [in_local Disk Storage] + 0.539 ¥ [In Memory] - 4. 723)
- 3> 3 Year Reserved Price =
0.015 * [CPUs] + 0.00003 * [Local Disk Storage] + 0.001 * [Memory] + 0.103
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THE FUTURE. DELIVERED

Galorath provides solutions that help organizational leaders make complex business decisions
with confidence. Our predictive analytics products and services give complete insight into the

Implications of significant technical or financial decisions, allowing organizations to execute a
plan with assurance and reach their goals with absolute certainty.

Bob Hunt

Dan Galorath
Learn more or schedule a demo 6 Karen McRitchie
(310) 906-6320 ¥ sales@galorath.com ¢ AL O R ATH David DeWitt

Kim Roe




